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About Me

Aishwarya Gore

Ethical Hacker and 
Cyber Security Professional

I am an electrical engineer with a passion
for cyber security.

6 years of experience in VAPT, Security
Audits, Risk Assessment & Management,
Compliance Audits.

Certifications –
CEH, CISA, HIPAA, ISO27001 LA, MITRE
ATT&CK Defender, Executive Vulnerability
Management.



The future is Open-source

But, IS IT SECURED?



In 2022, the National Vulnerability 
Database had 206059 entries. This means 
more than 560 new vulnerabilities were 

found per day.

80% of exploits are published before the 
CVEs are released. The average gap 

between the publication of an exploit and 
the corresponding CVE is 23 days.

A study shows that 84% of companies 
have high-risk vulnerabilities half of which 
could be removed with a simple software 

update.

60% of data breaches are caused by the 
failure to apply available patches.





Top 10 Vulnerabilities In 2022

Log4Shell
Follina
Spring4Shell
Google Chrome Zero-Day
F5 BIG-IP
Microsoft Office Bug
ProxyNotShell
Zimbra Collaboration Suite Bugs
Atlassian Confluence RCE Flaw
Zyxel RCE Vulnerability



iDempiere Environment

MySQL, MariaDB, MSSQL, 
PostgreSQL, Oracle

AWS, Azure, GCP, OpenStack, 
OpenNebula

Nginx, Apache, Vmware, HANA, IIS 

Open VPN, ExpressVPN, NordVPN, 
AWS/Azure VPN

Proxy – Zscaler, Fortinet, PaloAlto, 
Checkpoint, Cisco, Symantec

Jquery, AngularJS, VueJS, ReactJS, 
NodeJS, JRE, JDK
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Recommendations 
for building 

Cyber Resilience

Risk driven 
approach to 

cybersecurity

Rigorous 
Vulnerability 

and Patch 
Management

Identity 
management & 

Incident response 
planning

Strong Security 
hygiene and 
awareness

Robust 
business 

continuity 
planning





Advantages of 
Continuous 

Vulnerability 
Management



Time required for detectionPatching Rate

Vulnerability Re-open rate

Time needed for remediation

Frequency of scans

Prioritization based on CVSS

Third Party access review

Exploitable Vulnerabilities

Critical Assets

No. of critical vulnerabilities

% of closed vulnerabilities

Device Coverage

Vulnerability 
Management 

Metrics





Incident Response



THANK YOU!

Aishwarya Gore
aishugore@gmail.com


